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Key Contributions
Advancements in automorphism-based bootstrapping: closing the gap between binary and Gaussian keys

Novel traversal blind rotation algorithm optimizing the number of key switches
Introduction of an automorphism-parametrized external product removing automorphism key switches

Combined Aut-Parametrized Blind Rotation: efficient tradeoffs between key sizes and efficiency/noise
46% reduction in key switches with similar key material as LLW+ (TCHES 2024)
over 99% reduction in key switches with moderate (9×) increase in key material

Theoretical framework aligning with experimental results

Aut-Parametrized External Product
NewGGSW-like ciphertext format (GGSW iff ψ = id)
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Automorphism-parametrized external product
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No automorphism key switch!
Same noise as classical external product (ψ = id)
Also applicable toNTRU/NGS or any Enc /Encþ

Theoretical Analysis
Average number of gaps of size t:
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Blind Rotation for S =

�

τ±1, τ±g, . . . , τ±gK
	

:

E

�

κS-AUT
∞

�

≈
�

1 + N
2

�

1 − e−2n/N
�

�

· e−K·2n/N

Aut-Parametrized Blind Rotation
Input: c← (1, . . . , n, b) ∈
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Data: A set S of admissible automorphisms
Extended bootstrapping keys GLWE

þ,ψ
s (s), ψ ∈ S (1 ≤  ≤ n)

Automorphism keys kS-AUT for awindow size

Output: c← GLWEs(−μ · v) ∈ Rk+1
q

with μ = b −
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Initialization: ACC←
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// New jumping strategy
Total jump is σ · gδ = εod · gtod
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Find (δ∗, ε∗) ∈ S∗ alphabetically closest to (δ, σ)
Apply τ for  = σ · gδ
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with steps of size ≤
// First external product parametrized by ψ = τε∗·gδ∗ ∈ S
ACC← ACCþψ bsk
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// Compute all remaining external products for ε
t

for  ∈ ε
t
\ {ε

t
[0]} do

ACC← ACCþ bskS-AUT
id [ ]

Finalization: Apply τ for  = εod · gtod with steps of size ≤
return ACC

Performance Measurements
Parameters: n = 834, N = 2048 and k = 1 (e2n/N ≈ 2.25)

Method opt Keys (♯GLWE∇) ♯(KS)
[LMK+23] 20 2n + 21 688.5
[LLW+24] 10 4n + 10 571.4
New S-Parametrized Algorithms
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